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Hello, and thank you for attending today’s webinar. I’m Becky Yoose, founder of and Library Data Privacy Consultant for LDH Consulting Services, and today we’ll be exploring strategies in protecting patron privacy while working with vendors. 
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I have some housekeeping items before we head off into the webinar itself.Resources used in this presentation, as well as further reading and a quick reference sheet of both the patron data lifecycle and vendor relationship lifecycle, can be found in the handout. The slides will also be made available after the presentation.This is also the slide where I need to disclose that I am not a lawyer. I highly recommend consulting legal staff in ensuring that your contracts and policies are in compliance with legal regulations.This webinar will be interactive! There will be exercises and discussion questions throughout the webinar. You might want to have something to take notes on so you can work on these exercises.The last housekeeping point is a reminder that no matter what type of technologies and policies are in place, it is the human element that tends to be the weakest point in any system. What I am about to cover can only be as effective as the person with the least amount of knowledge about how to protect patron data. The webinar will focus heavily on the human aspect of privacy work, identifying potential fail points could be so you have them on your radar.
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With that, let’s start with a statement that all of us can agree with - libraries rely on vendors to handle core and other critical services for the library. The services listed on the slide capture only a slice of what vendors offer libraries. Depending on the library, you might have control over the purchasing and administration of particular services. For other libraries, some product or service purchases and administration are handled outside the library. For example, at academic libraries, the card readers used for students to swipe their card to enter the physical library might be administered by campus IT, who makes the purchase decisions over that type of product. Security cameras are another type of product that might be purchased and administered by an IT department outside the library, but implemented in the library.There are also services that initially were not marketed as exclusively library services, but libraries adopted them for library use. Customer relationship management systems, web analytics software, and even instructors to teach library programs or classes to patrons, such as language classes, are such examples.
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The one thing that ties all these services together, beyond use in the library, is that these services have the capacity to collect patron data. The patron data that libraries have can be divided into two types of Personally Identifiable Information or PII. The National Institute of Standards and Technology splits PII into two categories – data about you, and data that is linked to you. PII-2 data can be used in certain circumstances to reverse engineer an identity. I might not know your name, but if I have access to your internet search history, I can, by process of elimination, narrow down or even determine precisely who you are.
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The patron data in the library goes through a lifecycle. There are six stages in the cycle: collection, storage, access, reporting, retention, and deletion. You notice the there are two squares in the middle with arrows going in different directions. The lifecycle usually starts with collection and ends with deletion, but the other stages sometimes go back and forth, depending on your particular project or circumstances. There is some overlap between stages - for example, the access and reporting stages share the concern about who has access to what data used in both generating and publishing the report. Each stage has a certain amount of risk attached to it. Let’s take collection for example. The data you decide to collect will determine the amount of harm incurred by both the patron and the library if that data is breached or leaked. Collecting driver’s licence numbers in the patron record, for example, can put patrons at risk for identity theft if the data is improperly accessed by the public or by staff.The library has the greatest control over the lifecycle when they are working with services and processes that don’t rely on third parties. Libraries can create policies and procedures about data collection, storage, access, and retention for staff to follow, and libraries would be responsible for ensuring compliance to those policies and procedures. Going back to our collection example, we can mitigate risk by identifying any potential risks through data inventories, and limiting data collection to just data that is tied to a demonstrated business need.Libraries have less control over data privacy when they are working with vendors. Vendors have their own business needs, policies and procedures, and possibly different privacy values. Vendors present a another layer of risks to patron privacy. Sticking to the collection stage example, a vendor system might be collecting patron data that you have no clue that is being collected, and there might not be any indication in documentation or administration settings that this data is being collected. Not knowing what exactly is being collected by the vendor’s system creates a unknown risk that is hard to mitigate.We can use the data lifecycle to identify key risks presented by vendor services, but that’s only the start.
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What you see here is just a small list of issues that either I or others in the library field have run into when working with third party vendors. Some vendors still don’t support HTTPS. Others have no policy regarding how long they keep server log files. Patron data is left unencrypted. All possible data points are collected without a business reason why they are needed. No policy in place in dealing with law enforcement requests for data.This list is only a small fraction of the number of vulnerabilities introduced by vendors into the library data lifecycle. How many of the items on the list you have encountered with vendor products? We’ll take a moment to let you all review and answer the question. Put a number in the chat box![1 min]What other vendor vulnerabilities have you encountered while working in libraries that is not listed in this slide?[4 min]



(Hold on to those thoughts for later in the presentation!)
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At this time I’m going to ask you to think of a time when you found or encountered an issue with a vendor that put patron privacy at risk. You’ll need your pen and paper for this one, since we’re going to come back to your answers later on in the presentation. Don’t put your answers in the chat box, just jot them down.[2 min]



Selection

Onboarding

Maintaining

Separation

Presenter
Presentation Notes
So how do we mitigate risk when working with vendors?Mitigating vendor risks requires us to take a look at another lifecycle - the vendor relationship cycle. Here we have a fairly straightforward cycle, starting with the selection process, then working with the vendor, and then the eventual end of the business relationship.Each stage of the lifecycle provides opportunities to mitigate patron privacy risks. Some of these strategies are available to almost all libraries, but other strategies might not be an option for everyone. There are times where the selection process is not controlled by the library, but instead by another department or organization, and the library has to work through that department for implementation of a vendor product. That means that the library has to work with two third parties with different needs and values. The best case scenario is to cultivate the relationship between the library and the external department so that they haver a better understanding about the importance of library data privacy which then can lead to the department becoming an advocate for the library when dealing with vendor-library issues. This webinar will be focusing on the direct library-vendor relationship, though some of the strategies can also be used in scenarios where the library does not have overall control over a particular stage in the relationship. For those libraries who work through library consortia to purchase services or products, you might not have to give the library privacy 101 speech to those staff, but it’s still worthwhile to build that relationship between your organizations. Your library might have specific needs or concerns that other libraries in the consortium might not have, and you want to make the consortium staff aware as such.Working with vendors means that you are working with other humans, who have their own goals and business needs. The tools and strategies covered today are a part of an overall approach in general vendor relations. The tools are only as effective as the interpersonal skills you bring into the conversations. If you haven’t already done so, brushing up on negotiation skills and other interpersonal skills can assist you in squashing additional conflict or issues that might arise due to misunderstandings, miscommunications, or other interpersonal conflict. I’ve included some general resources about negotiations in the handout for reference.And now we will step through each stage and identifying particular tools and strategies for libraries to use throughout the vendor relationship.
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Assuming no other intermediary parties, the stage that the library has the most control over in the vendor relationship lifecycle is when you select a vendor. The selection stage is a very good place to start when looking at ways to mitigate privacy risks when working with vendors because it gives you the chance to filter out vendors whose products and practices could put patron privacy at risk.In this stage we have two tools at our disposal. The first tool is the Request for Information, or RFI. The RFI is used to gather information about a type of service or product that your library is considering about acquiring. This is the fact finding part of the selection process. You can use the RFI to gain a general sense as to the privacy practices and features of these services and products. The RFI can request a copy of the privacy policy, as well as general information about privacy and security features in the product or service. Your deep dive into vendor privacy practices happens during the Request for Proposals, or RFP, process. RFPs are when you are ready to collect bids from vendors for a specific product or service. At this stage you can get more details regarding privacy, from requiring the vendor to report on certain information to outlining privacy requirements for the product or service. Depending on the initial round of answers provided by the vendor, you can also use the RFP to get a sense as to how receptive the vendor is to take on work on features or system enhancements surrounding data privacy.
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One specific area of the RFP that you can use to evaluate the both the product and the vendor is through the functional requirements. Your RFP template might already have sections dedicated to other requirements so this is a natural place in the RFP to list requirements for data privacy for both the system itself as well as the vendor.The slide lists some potential requirements you want to include in your RFP. You can address any possible risks in any stage of the patron data lifecycle in the functional requirements. Patrons should have control over what the system collects about them through opt-in and opt-out. The patron and library should have control over if the patron data is shared with third parties. Libraries should have the ability to delete data with the vendor according to the library’s retention schedule. Lastly, the library should have the ability to export and delete data when the relationship between the vendor and the library ends.This is also the place where you can evaluate general privacy policies and procedures of the vendor themselves. Here you can find out what type of privacy policy the vendor has as well as their adherence to any applicable data privacy regulations that affect your library, as well as the vendor. An example of this is a Colorado library contracting with a vendor doing business in the state. The vendor needs to be cognizant of the various regulations surrounding library data, but they also need to be aware of the recent changes in the state’s data breach notification laws.
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Functional requirements are also a good place to determine if the vendor follows best practices and standards in information security. Again, this addresses some of the risks vendors bring into the library data lifecycle, including how the vendor controls access to the library’s data, as well as how that data is stored and transported. If you are looking for a vendor that adheres to specific industry standards, certifications, or principles, this would be a good place to gather this information as well.The information that you gather from the RFP should serve as a starting point, not the final destination of the selection process. Most RFP functional requirements allow for vendors to answer each requirement with a definite yes or no, or indicate that the requirement is in development. Using the vendor’s answers can help you determine if it’s worthwhile to continue talking to the vendor, or if you time is better spent elsewhere.You can use the information from the RFP to develop additional questions for specific vendors in the RFP process, as well as touch on any particular points of further inquiry or concern regarding privacy features or practices. If you get a vendor that meets 100% of your functional requirements, celebrate! For the rest of us, your best choice is to find a vendor that is willing to both listen and work with you in mitigating privacy risks.
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The onboarding process can be the trickiest stage in the relationship, outside of separation. The hardest part of this stage is the contract negotiations. Contract negotiations are essential in protecting the privacy of your patron data, but you have multiple sides who are looking out for their own interests. Before entering into negotiations, you have some homework to do. A natural starting point is the information gathered through the RFP process. Are there any issues or concerns that you want addressed before signing the contract? Any contract should receive a readthrough by legal counsel, particularly to determine if the contract might include any problematic language that could affect library data privacy. Legal can also guide you in crafting language pertaining to compliance to certain regulations.Strategizing which points you are willing to push for as well as to compromise on will help your library get on the same page during the negotiation process. Sometimes vendors get mixed signals from different library staff in the negotiation process, so agreeing on the strategy beforehand can reduce chances of miscommunication in negotiations.Lastly, discuss and agree on what the dealbreakers are for your library before negotiations. Ideally the selection process would weed out that possibility of having a dealbreaker appear in a vendor contract, but there are times where a vendor will present a new piece of information during the contract process. Other times, you will receive different information about privacy when you start speaking to different vendor staff. Knowing what you’re willing to push, willing to negotiate a compromise, and willing to leave the talks before the negotiations start will provide much needed guidance for library staff and lessen the chance of being talked into contract terms that are less favorable to protecting library data privacy.
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Negotiating vendor contracts with a focus on privacy can be a full workshop on its own, but we’ll cover some of the core areas that you want to negotiate if the terms in the existing contract are weak with regard to protecting library privacy.The first area is the privacy policy. Some vendors have their own policy, while other vendors might not. Their policy might not provide the same amount of protection to patron data than your own library policy. If that is the case, you can include in the contract that the vendor has to comply with the library’s privacy policy.A major area that is sometimes overlooked by vendors and libraries alike is incident response. Recent data leaks and breaches of vendor databases, such as Kanopy and Elsevier, raised questions about how vendors and libraries should respond to vendor data breaches and leaks. The contract can lay out exactly who is responsible for what in an incident response. In addition, if the current contract does not hold the vendor liable for a data breach, now is the time to add that into the negotiations. Shifting the liability of a vendor data breach from the library to the vendor can help protect the library, as well as provide a financial incentive for the vendor to implement privacy and security practices that mitigate data leaks or breaches. Lastly, legal counsel will let you know if there are specific actions or timelines that you or the vendor will need to abide to based on state data breach regulations.Having regular privacy and security audits of your vendors is another way to protect library data privacy, and codifying that requirement in the contract can help ensure that these audits actually happen. One final area for consideration during the negotiations process is the ability for patrons to opt-in and opt-out of data collection by the vendor. By default, all non-essential data collection should be turned off by default, and you can negotiate for such.
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You might find yourself bringing the same list of core requirements to multiple vendor contract negotiation. To help speed along the negotiation planning process on your end and to ensure that you don’t miss a key negotiation area, you can employ two types of documents in this stage.Contract addendums are your boilerplate for privacy and security language and requirements. Here you can lay out the core requirements laid out in the previous slides that best protects the privacy of patron data. Once vetted by legal counsel, you can use this document in both initial contract signings as well as when you renew your contract with existing vendors.And yes, even libraries can use non disclosure agreements as a way to protect privacy. NDAs can be used to limit or prohibit the vendor from sharing patron data under most circumstances to third parties. Note I said most circumstances - some vendors contract with service providers to perform a critical business function, such as cloud hosting services, which means some data sharing is necessary for operational purposes. Nonetheless, you want to limit these data sharing exceptions to only a few circumstances.However, as a tool, NDAs are fairly narrow in scope, and contract addenda are more comprehensive in terms of detailing privacy requirements. You can use both documents to maximize privacy protections.
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The following is an example of a contract addendum from The Seattle Public Library. The first slide gives you a laundry list of regulations, laws, and other standards as to guide how data should be treated. If the vendor was not aware of some of these standards, this gives them a clue to start paying attention.
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This slide goes into the expectations for data disclosure and confidentiality practices for the vendor by the library. Notice that we do have a broad definition as to what data falls under patron data - any data that can be used to identify a particular individual. The addendum states that data can only be released to a third party with prior written consent by the library.
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The last slide shifts the liability brought on by a data breach or leak onto the vendor and not on the library. Back when I was still working at SPL, they were slowly adding these addendums to existing contracts, as well as attaching the addendum to new technology-related contracts. So far, I am not aware of any major pushback, but time will tell. 



Presenter
Presentation Notes
Once the contract is signed, you now have the work on getting the service ready for implementation. The level of control you have in this stage of the cycle depends on the product or service. Some vendors allow you to host the product on your local server, and you are responsible for all administration for the system, including backups, logs, and databases. However, more vendors are only offering a vendor-hosted solution, so administration work is mostly handled by vendor staff.Work with your vendor to go through the settings that the library can change. Never accept data collection, storage, sharing, or retention defaults without first reviewing each setting. For operational purposes, you might not be able to change the backup and log retention periods set by the vendor, but you might be able to change what type of data is being collected by the service. Some vendors offer the option to store particular data up to a certain point, then either automatically delete or otherwise modify the data when the library no longer needs it. This is a good way to protect the privacy of your patrons - by automatically deleting or modifying PII that you no longer need for operational purposes, you build in some protection against privacy breaches. For other services, you can control what type of data is being collected, including services that provide options for user input. For example, the sign-in and participation feedback forms used by instructors contracted by the library to teach a class should be reviewed and modified to avoid collecting non-essential data points from patrons.Another area to talk to your vendors about is web tracking. Most likely you will be dealing with Google Analytics, which by default collects patron data everytime they visit the site. If you can turn off tracking or use another tracking software that is more privacy-oriented, that would be ideal, but if your vendor controls what web tracking software is used and what is collected, it would be worthwhile to talk to your vendor about changing what is collected by google analytics. 
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Another part of the onboarding process is the data importing process. Depending on the service or product, you might be asked to provide patron data to the vendor before implementation of the service. Here we have to fight the instinct to fill everything out. Just because there is a spot for a particular data point doesn’t mean that the service absolutely needs that data. You need to assess the risk associated with uploading particular patron data and work with the vendor to mitigate those risks. Some of that assessment comes in the form of the business needs you have - sometimes the data being asked for doesn’t fit into the needs you have for that service.The following slide outlines a real world example of such an assessment. During the setup process for a recently purchased system, the vendor sent the library a sizable data workbook, detailing all the data to be sent to the vendor to upload into the system. The data in the workbook called for all patron activity data to be uploaded into the system. The library only wanted to use a portion of the system, so the library went through each data point in the workbook and assessed the privacy risks as well as the operational need for having the data point in the system. In the end, the library came back to the vendor with a pared down list of patron data for upload, and the vendor and library agreed on a modified data upload that did not require data for parts of the system the library wasn’t going to use.The example illustrates the importance of not accepting everything by default during the onboarding process. It also demostrates that negotiation doesn’t end after the contract is signed. Communication with vendors is key - some libraries don’t communicate requests for changes by default because some vendors are not receptive. It’s frustrating when vendors are not receptive, and it’ll continue to be the case given the lack of competition in some product and service areas. Nonetheless, if you don’t ask, your vendor won’t know what you need. 
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Communication gets us into the third stage of the relationship - maintenance. This is where vendors and libraries can go on for months or even years on end without having a substantial conversation beyond invoicing and contract renewals. Everything seems to be running smoothly, so the temptation is to focus on other projects and duties.This temptation can lead to increased risk, though. Workplaces change, policies change, product and services features change, and with all those changes, also come changes in the risk to patron privacy. There are a few regular check-ins you should schedule with your vendor. The first regularly scheduled check-in is a security and privacy audit. Working with the vendor, you should settle on the “what, where, when, and how” of the audit during the contract process, but it’s not too late to discuss this if you made it this far without having that conversation. Make sure to discuss any industry standards or checklists to work with, when audits are done, and the process for addressing areas of improvement or risk identified in the audit.You should also make privacy and security a regular discussion topic with your vendor representatives at check-in meetings. Lastly, there might be times where you hear about a regulation in your state or local government that might affect data privacy practices at your organization. Other times you might hear about regulations that might not include your organization, but would include who you do business with. While you do not have to be well versed in any regulations that your vendors have to comply with, it is worth asking them about their compliance, as well as a check-in with your legal counsel in case you have questions about your vendor’s response.



OR

Presenter
Presentation Notes
Your vendor will most likely introduce changes in your contract or functionality of the service or product. Sometimes these changes do not affect patron privacy. Other times, though, you might be faced with changes that increases privacy risks, and you’re stuck six months into a contract. A recent real world example of such a change is LinkedIn Learning (formerly lynda.com), where the vendor proposed requiring library patrons to create a LinkedIn account or link their existing account to use LinkedIn Learning. Not only this requires patrons to give patron data to the vendor, but the account can be searched by the public, adding another layer of risk to patron privacy.Libraries who find themselves in this type of situation have limited options if they are not in the renewal process. In the case of LinkedIn Learning, several large library systems and consortia, along with professional organizations, organized open letters and petitions to the vendor.The renewal process is an opportunity for both vendors and libraries to renegotiate terms. For libraries, this is the time where you can add your addendums if you haven’t already have one for that vendor. You can update the initial contract to reflect changes in standards, best practices, or to address newly discovered privacy risks. You might find that the only outcome in a particular renewal process is a compromise.This is where you again need to decide if the compromise is good enough. While there is little competition in certain sectors of the library vendor market, there are vendors out there that offer similar services that are more willing to work with libraries on privacy-related matters. There is a cost if you choose this path, but if the cost prevents a violation of patron privacy, consider it money well spent. And sometimes when enough libraries do not renew with a vendor who implemented a change that puts privacy at risk, the vendor is more willing to rescind the change. In the case of LinkedIn, many libraries chose not to renew with the new proposed changes, which led LinkedIn to put the changes on hold in late 2019.
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Your reference chat application vendor included an item in their revised contract that allows them to use data collected by the application to build a cloud chatbot service that can automatically answer questions as they come into the chat queue. Chat data:Does not include name, email, or other data about a personIncludes chat questions and answersWhat are the potential privacy risks with this change?What possible negotiation strategies would you use during the renewal process?Would this be a dealbreaker? Why or why not?[10 min]
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Ending a vendor relationship is a messy process. Some libraries might be happy to leave some vendors, or the separation might be forced by external circumstances, such as bankruptcy or company mergers. No matter what the reason for separation is, be prepared to spend time and resources untangling library data from the vendor. There are a couple of ways you can make the process less messy. In the RFP or contract negotiation processes, you should ask about how the vendor deletes patron data, and in the maintenance phase of the relationship, privacy audits should catch any data that is being retained for longer than it needs to be.When it comes time to leave a particular vendor, do you have the option to take your data with you when you leave? Do your patrons also have the option of exporting their data before you end the relationship with the vendor? Your patrons should also have the option to export their data, which could be another talking point with the vendor.Some vendors hang on to your data even after you are long gone - this is problematic since this leaves your patrons open to a data breach or leak the longer the data stays in the vendor’s system. This is where contract addendums can help as well, detailing the steps of data exporting and deletion once the business relationship ends. [Image description - A white woman staring with a very creepy smile. Top text overlay: "Just because you broke up with me" Bottom text overlay: "doesn't mean that I broke up with your data.“]
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Let’s go back to your answers to the reflection question earlier in the presentation: Knowing what you know now from the presentation, what strategies, tools, or practices might have helped in resolving the vendor privacy issue from the reflection exercise?[5 min]
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We’ve gotten through the vendor relationship cycle, which covers the majority of your vendor relationships. Before we end the presentation, there are a couple of third-party relationships with a library that require special considerations.The first situation is when a library partners with a school for a program or service that requires data sharing. One example is a public library creating a special library card for school students in the service area. This type of relationship requires the school to send over student data to the library. Even though the library might already have data from a student who might already have a library card, the data from the school needs to be treated differently throughout its lifecycle. In the US, student data disclosure is overseen by the Family Educational Rights and Privacy Act, or FERPA, and the data the library receives from the school is most likely covered under FERPA.During the contract negotiations between the educational institution and library, the student data agreement should fall within FERPA regulations. This includes strict guidelines around data disclosure, including prohibiting disclosure of student data to third parties, including exporting patron data to vendors. The library must ensure that the data is only being used for the purposes listed in the data sharing agreement. One way to avoid accidental disclosure is to code these patron records with a special patron code, which could then make it easier to systematically separate the school student patron records with the rest of the library patron records.There is an example of a contract addendum in your handout that covers such a relationship between a library and a school in Colorado, and I highly recommend checking that addendum out.
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Another special third party relationship is an open data initiative. Some of you might be a part of an open data program with a larger organization or government, where data from departments is made public. Libraries are not exempt from these programs, which then leaves some libraries in a bind if they are required to publish library data that could include patron data.In this instance, libraries can use their knowledge and expertise around privacy to help champion privacy-oriented practices, including policies and procedures. Sometimes, the library can step in as the lead or host of the civic open data program, as is the case of Chapel Hill. At the very least, if the open data program does not address privacy in their data publishing process, you should discuss privacy impact assessments with the program administrators. A privacy impact assessment can provide vital information about the various risks involved with publishing certain types of data, including personal data. The assessment can also be a good tool in terms of demonstrating to program administrators that certain data, like patron data, should not be open by default.



Presenter
Presentation Notes
The vendor relationship lifecycle can be as overwhelming as the library patron data lifecycle. You won’t be able to tackle all the vendors and processes at once, so your strategy going forward is to prioritize actions that will have the greatest impact with reduction in privacy risks.On the slide there are some places you can start. Contract addendums are a good first step - once you have an addendum, you can then apply them to contract renewals and initial negotiations. Another step is working with your staff who are in charge of the RFP processes in incorporating privacy functional requirements and contract addendums. This might be tricky because of the way selections and purchases are handled at your library’s parent organization, but having the conversation ensures that those staff members are at least cognisant of the library’s needs and requirements.Finally, data inventories of major vendor services could influence how you set up your vendor security and privacy audits, as well as reviews of existing contracts during the renewal periods.Working with vendors can be challenging or rewarding, or both at the same time. As libraries find themselves in more vendor relationships as the nature of library programs and services changes, we need to ensure patron privacy is not left behind in partnering with vendors. The vendor relationship lifecycle can help mitigate risks, and, if you’re fortunate, you will work with a vendor that is also privacy-minded. And hopefully, there will be more of those type of vendors as time progresses.
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